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IT Security Risks Awareness for Online Trading 

 

With the financial landscape increasingly shifting towards online trading, there are increasingly more 

possible IT security threats impacting online trading. As a first step to mitigating these risks, educating 

oneself on the latest cybersecurity threats and available best practices to protect against them is 

paramount.  

We provide here some of these measures and encourage Customers to explore the various resources 

that are available on the website of “The Cyber Security Agency of Singapore (“CSA”) “which is 

managed by the Ministry of Digital Development and Information (“MDDI”) of the Government of the 

Republic of Singapore: http://www.csa.gov.sg/. 

 

1. Account Access Protection 

 

Turn on Your Two-Factor Authentication for Account Access 

 

From 13 September 2025 onwards, it will be mandatory for all Plus500SG Pte Ltd (“Plus500SG”) Customers 

to implement Two-Factor Authentication (“2FA”) to ensure that access to the Plus500SG trading account 

is through the account password and a numeric code or One-Time Password (“OTP”) sent to the 

customer’s mobile phone number registered with the account. Any change in the customer’s registered 

mobile phone number must be promptly updated in the account profile to ensure that customers can 

receive the OTP on the updated mobile phone number. For more information on 2FA offered by 

Plus500SG, please refer to the “2FA Frequently Asked Questions” link. 

 

Passwords 

 

Passwords created by you for accessing the Plus500SG trading account is your first line of defence. You 

should consider the following precautions:  

 

• Passwords should be made up of at least 6 digits or 6 alphanumeric characters 

• Passwords should not be based on easily guessable information such as user-id, personal telephone 

number, birthday or other personal information 

• Passwords should be kept confidential and not shared with anyone 

• Passwords should be memorized and securely kept 

• Passwords should be changed regularly or when there is any suspicion that it has been 

compromised or impaired 

• The same password should not be used for different websites, applications or services 

 

 

 

 

http://www.csa.gov.sg/
https://www.plus500.com/tradingacademy/faq/openinganaccount/frequentlyaskedquestionsontwofactorauthentication
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2. Plus500SG Engagement With You 

 

Plus500SG will never send you SMSes to inform you about login issues, account closures or your being 

locked out of your account. 

 

Manually key in the URL of the Plus500 website in your browser to access your Plus500 WebTrader 

Account. 

 

Before you enter your login credentials to access Plus500 WebTrader, ensure that the URL in the address 

bar reads as https://plus500.com/ 

 

Note that we will send trade confirmations as well as account-related notifications via email to the email 

address registered to your account. Check your trade confirmations to ensure their accuracy and notify 

us immediately of any errors or suspicious activity in your account. 

 

If you do not receive any e-mail communication from us for a period, it could be due to one of these 

factors, amongst others: 

 

• Your inbox is full and is unable to receive emails because of insufficient storage in your email 

application. 

• Our emails are treated as spam and directed to your junk inbox. 

• You have not updated your current email address for your account.  

• You have mis-spelt your registered e-mail address for your account. 

 

Contact us immediately when there is a change in your contact details (e.g. your mobile number and 

email address). 

 

3. Device Protection 

 

Set up a screen saver with password protection on your computer or lock your computer when it is not in 

use. 

 

Do not leave your computer or mobile devices unattended. 

 

Do not use public computers or any devices which cannot be trusted or unsafe for use. 

 

Do not use unsecured or publicly available Wi-Fi to access your Plus500 trading account or make financial 

transactions. 

 

Enable the password protection feature in your computer or mobile device at all times. This protects 

your device from unauthorized use. You may refer to the device’s user guide to learn how to do so. 

 

Only enrol your own biometrics (face or fingerprint) on your mobile device to prevent unauthorised 

parties from accessing your online Plus500 trading account. 

 

https://plus500.com/
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Only access and use Plus500 WebTrader and Plus500 app on devices running the latest anti-virus software 

and operating system. 

 

Do not access Plus500 WebTrader and Plus500 app with 'jail-broken' or 'rooted' devices (i.e. computers or 

phones that have had their operating systems tampered with), or with devices using beta versions of an 

operating system (e.g. non-officially released versions or versions which were not designed for use with 

the device). This is because of greater risk of malicious software infection. If in doubt, please check with 

your service provider. 

 

Enhance your scam protection with the ScamShield app today. ScamShield is a joint effort by the Ministry 

of Home Affairs, the Singapore Police Force, Open Government Products, and the National Crime 

Prevention Council. Click https://www.scamshield.gov.sg/about-scamshield/ for more information. 

 

4. Social Engineering 

 

Social engineering is the act of manipulating a person to unknowingly divulge confidential information, 

e.g. by imposing as a trusted professional wanting to assist with a specific issue. A person performing 

social engineering will collect information about you leading you to believe they are to be trusted. 

 

Always be on the alert for phony websites, which may contain malicious software; or suspicious emails 

or SMSes (which may ask you to go to certain links, enter your login credentials or OTP or provide sensitive 

information) purporting to be from Plus500SG. If you are aware of or have received such communication, 

please let us know immediately.  

 

• Delete junk or chain emails 

• Do not open email attachments from unknown persons or sources 

• Do not disclose personal, financial or credit card information to little-known or suspicious 

websites 

• Educate yourself on the various Social Engineering tactics by referring to the comprehensive 

resources by the CSA on their website: https://www.csa.gov.sg/information-for/general-public/ 

 

  

https://www.scamshield.gov.sg/about-scamshield/
https://www.csa.gov.sg/information-for/general-public/
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Plus500SG Pte Ltd (Company Registration Number 201422211Z) holds a capital markets 

services licence from the Monetary Authority of Singapore for dealing in capital markets 

products.  
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