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South African Privacy Policy  
 

1. Introduction and Definitions 

 
1.1. This Policy applies to Plus500AU Pty Ltd (ACN 153 301 681) and any holding 

companies, subsidiaries or related entities (referred to as Plus500AU, we, us, our).  
 

1.2. The Policy extends to and covers all operations and functions of Plus500AU. At 
Plus500AU, we are committed to ensuring the confidentiality and security of the 
personal information supplied to us by individuals. Plus500AU is bound by the 
Australian Privacy Principles contained in the Australian Privacy Act 1988 (Cth) and 
the South African Privacy Principles contained in The Protection of Personal 
Information Act, No 4 of 2013 (the relevant data protection principles).  

 
1.3. The word “individual” refers to a customer, client, trustee or any other person with 

whom we come into contact. All contractors, sub-contractors, vendors, service 
providers, customers, agents or any other third parties that have access to personal 
information collected by Plus500AU must abide by this Privacy Policy. 

 
1.4. “Personal information” is information or an opinion relating to an individual, which 

can be used to identify that individual. “Sensitive information” is personal 
information that includes information relating to a person's racial or ethnic origin, 
political opinions, religion, trade union or other professional or trade association 
membership, sexual preferences and criminal record. We do not collect sensitive 
information about you without your consent, unless the collection is authorised by 
law. 

 

2. What types of personal information do we collect? 

 
2.1. Our ability to provide individuals with our services is sometimes dependent on us 

obtaining certain personal information about the individual. If an individual does 
not provide us with the information we request, we may not be able to provide them 
with the benefits of our services. 
 

2.2. Typically, the kind of personal information we collect includes name, date of birth, 
address, occupation, and contact details. 

 
2.3. We also collect information about the form of identification used in relation to an 

individual to send or receive a transaction (required by law in some instances), and 
information about a transaction, including details of the amounts paid in or out of 
an individual’s account and delivery instructions. 

 
2.4. We may also collect information about: 
  

2.4.1. government related identifiers and identity documents; 

2.4.2. employment details, employment history, and social security status; 
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2.4.3. the individual’s financial information;  
 
2.4.4. the individual’s publicly available information about the client; and 
 
2.4.5.  other matters that are relevant to the product and services we provide. 

2.5. You may be asked to provide additional evidence to verify and authenticate your 
identity, including live or photographic facial images. Biometric data extracted from 
your facial images ("Biometric Data") will be processed only when you provide your 
consent to use our identity verification or authentication features. Biometric Data 
is used to verify and authenticate your identity, and prevent fraud and identity 
theft. The identity verification is performed by third-party service providers in 
accordance with their privacy policies. 

 

3. How we collect personal information 

 
3.1. We collect personal information about individuals: 
 

3.1.1. directly from applications, questionnaires or forms completed by individuals 
who wish to use our services; 

 
3.1.2. from information disclosed to us by an individual on the phone, or by sending 

us correspondence (by letter, fax or email); 
 
3.1.3. from information disclosed to us by an individual via our website and online 

trading platform; and 
 
3.1.4. from third party sources, including our business contacts, credit reporting 

bodies providing identity verification services, identity, address, other 
document verification services and financial institutions. 

 
3.2. In some circumstances we may be provided with personal information about an 

individual from somebody else, for example a referral from another person. We will 
take reasonable steps to ensure that the individual is made aware of the matters 
set out in this Privacy Policy. We may also occasionally receive unsolicited personal 
information about individuals.  

 
3.3. We do not give individuals the option of dealing with us anonymously, or under a 

pseudonym. This is because it is impractical, and in some circumstances illegal, for 
us to deal with individuals who are not identified. 

 

4. Why do we collect personal information? 

 
4.1. Plus500AU collects personal information for the following purposes: 
 

4.1.1. to conduct our business of providing CFD services in relation to foreign 
exchange and derivatives contracts to our clients and to counter parties in 
order to perform our contractual obligations; 

 
4.1.2. to provide individuals with information about our services and promotions;  
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4.1.3. protect our business and other clients from fraudulent or unlawful activity, 
in accordance with our legal obligations and our legitimate interest;  

 
4.1.4. to assess applications and a client’s suitability to be onboarded, in order to 

provide them with our services in accordance with our legal obligations; 
 
4.1.5. to investigate and resolve any concerns or complaints an individual may 

have; 
 
4.1.6. to manage any legal actions involving Plus500AU; 
 
4.1.7. use of cookies, such as targeting cookies, to collect information about client 

activity on our website to help improve their experience and provide 
relevant content, and these cookies are only used where they have provided 
consent by enabling in the cookie settings; 

 
4.1.8. to comply with our legal obligations, including our obligations to collect 

certain information under the relevant laws and regulations; and 
 
4.1.9. to help us manage and enhance our services. 

 

5. About whom do we collect personal information? 

 
5.1. The type of information we may collect and hold includes (but is not limited to) 

personal information about: 
 

5.2. clients and potential clients; 
 

5.3. third parties such as service providers; 
 

5.4. prospective employees; and 
 

5.5. other people with whom we come into contact. 
 

6. How might we use and disclose personal information? 

 
6.1. We may use and disclose personal information for the purposes set out in section 4 

above, and for reasonably expected secondary purposes which are related to these 
purposes. We only use and disclose personal information in circumstances 
authorized by the Data Protection Acts. Sensitive information will be used and 
disclosed only for the purpose for which it was provided or a directly related 
secondary purpose, unless the individual agrees otherwise, or otherwise authorised 
by law.  

6.2. We do not disclose personal information we collect to third parties for the purpose 
of allowing them to directly market their products and services. We do not use or 
disclose sensitive information for direct marketing purposes. 

 
6.3. We may engage third parties to perform services for us which involve the disclosure 

of personal information to that person. In these situations, we prohibit that person 
from using personal information about you except for the specific purpose for which 
we supply it. 
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6.4. Where sensitive information is held by us about an individual, wherever possible we 
will attempt to de-identify the information. We also undertake to delete all personal 
information about an individual when it is no longer needed or required by law to 
be kept. We also destroy or de-identify all unsolicited personal information, unless 
we are authorised by law to store it. 

 
6.5. We may disclose personal information to: 

 
6.5.1. a related company of Plus500AU; 
 
6.5.2.  
 
6.5.3. an agent, contractor or service provider we engage to carry out our 

functions and activities, such as our lawyers, accountants, or 
counter-parties; 

 
6.5.4. organisations involved in a transfer or sale of all or part of our assets 

or business; 
 
6.5.5. organisations involved in managing our payments, payment 

merchants and other financial institutions such as banks; 
 
6.5.6. regulatory bodies, government agencies, law enforcement bodies and 

courts, and 
 

6.5.7. anyone else to whom the individual authorises us to disclose it, or as 
required by law. 

 

7. How do we communicate with you? 

 
7.1. We may send you information by SMS, push notification, email or in-app notification 

about our products, services and offers we think would be of interest to you, upon 
your consent. The information we send you will always be in relation to the services 
or products you have requested from us.  
 

7.2. If you receive email communications from us about the market or your activity on 
the platform and you don't want to receive them in the future, please use the 
unsubscribe link within the email and we will stop sending you this information via 
email. Alternatively, when you are logged into your account you can manage your 
preferences by going to the "Notifications Settings" tab and selecting the type of 
notification you would like to receive (email, SMS, push notification). You can 
change these preferences at any time. Note: changes to your notification settings 
will be processed as soon as practical. 
 

7.3. Please note that push notifications are sent to every device you have logged into 
your account from.  If you use another person’s device to log into your trading 
account or allow another person to log into their trading account using your device, 
this will result in push notifications being sent to the device(s) used to access the 
trading account. Therefore, if you have used another person’s device to log into 
your trading account, or have allowed another person to log into their trading 
account using your device, please contact Customer Service to request the removal 
of a particular device from a trading account. 

 



 

 
Plus500AU Pty Ltd – South African Privacy Policy Version 10, June 2026 5 

7.4. When you email us (through the Contact Us page), use the Live Chat feature, or 
contact us via social media or instant messaging services (e.g. WhatsApp) you may 
be requested to provide some additional personal data, like your name, email 
address and residential address. We will use this data to verify your identity in order 
to be able to respond to your query, so that we can meet our contractual 
obligations. 
 

7.5. Emails are stored on our standard internal contact systems which are secure and 
cannot be accessed by external parties. 

 

8. International transfers of personal data 

 
8.1. Due to the nature of our services and our trusted third party providers, we may 

need to process your data in jurisdictions other than Australia. In such cases, we 
will ensure that the processing only takes place in jurisdictions that have been 
found to uphold an adequate level of protection regarding personal data; or that 
there are other legal mechanisms in place to ensure appropriate safeguards for 
the processing of the personal data; or that such data transfers are made in 
accordance with applicable legislative provisions including when necessary to 
implement pre-contractual measures to follow your request.  
 

8.2. We will take all steps reasonably necessary to ensure that your personal data is 
kept secure and protected in accordance with our legal obligations and standards. 
If this is not possible, for example because we are required by law to disclose 
data, we will ensure that the sharing of data is lawful. To receive copies of our 
standards and safeguards for international transfers please contact us.  
 

8.3. We are likely to disclose personal data to related entities and data storage service 
providers that are located outside Australia. These recipients are located in Israel, 
Cyprus, the United Kingdom and Bulgaria. 

 

9. Management of personal information 

 
9.1. We take reasonable steps to protect personal information held from misuse, 

interference and loss and from unauthorised access, modification or disclosure. For 
example by use of physical security and restricted access to electronic records.  
 

9.2. Personal information is generally held in client files. Information may also be held 
in a computer database. All paper files are stored in secure areas, and access is 
limited to authorised persons. Computer-based information is protected through the 
use of access passwords, and other data security measures. 

 
9.3. Any personal information collected, will be recorded and kept after the closure of 

an account, in encrypted files, for as long as we reasonably require it for legal or 
business purposes subject to the minimum applicable regulatory retention period.  

 

10. Identifiers 

 
10.1. We will not use identifiers assigned by the Government, such as a tax file number, 

Medicare number or provider number, for our own file recording purposes. 
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11. Direct marketing 

 
11.1. We may use personal information for direct marketing purposes upon your 

consent. 
 

11.2. We will only ever send you communications that you would reasonably expect and 
have a minimal impact on your privacy. We will also only use sensitive information 
for direct marketing upon your consent.  

 
11.3. Individuals can request to opt out of receiving marketing material from us or 

request that we provide them with the source of their information. We will 
respond to these requests free of charge within a reasonable time.  

 

12. Obtaining a copy of your personal data and correcting mistakes 

 
We respect your right to access and control your personal data. We will respond to 
requests for personal data and, where applicable, will correct, amend or delete your 
personal data. 
 
12.1. Access to personal data: We will give you access to your personal data 

(including a copy of your personal data undergoing processing) on request, 
unless any relevant legal requirements prevent us from doing so or other 
exemptions apply. Before providing access to you, we will ask you to prove your 
identity and give us sufficient information about your interaction with us so that 
we can locate any relevant data.  

 
12.2. Correction and deletion: You have the right to correct or amend your personal 

data if it is inaccurate or requires updating. You may also have the right to request 
us to delete your personal data. If you request that we delete your personal data 
this will result in the automatic closure of your account and we will remove your 
personal data from active processing. However, we will be required to maintain 
your personal data to comply with our legal and regulatory requirements as well 
as in accordance with our internal compliance requirements in relation to 
maintaining records. 

 
12.3. Restrict processing: If you would like to control the use of your information for 

marketing you may do it via the "Privacy Settings" under the "Account" tab on the 
platform. 

 
In some other certain circumstances you can ask us to stop processing your 
personal data. However, this may result in us being unable to continue to provide 
you with access to the Platform. 

 
We reserve the right to charge you a reasonable administrative fee for any manifestly 
unfounded or excessive requests concerning your access to your personal data, and for 
any additional copies of the personal data you request from us.  

 

13. European and UK Representatives 

 
13.1. Pursuant to the General Data Protection Regulation (EU) 2016/679 (“GDPR”), 

Plus500AU has appointed Plus500CY Ltd (CySEC Licence No. 250/14) as its 
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European Representative. Any data subject requests pertaining to our EEA 
customers can also be directed to our European Representative at: Plus500CY Ltd, 
169-171 Arch. Makarios III Avenue, Cedars Oasis Tower, Floor 1, Limassol 3027, 
Cyprus. 

 
In addition, pursuant to the UK version of the GDPR, Plus500AU has appointed 
Plus500UK Ltd (FCA FRN 509909) as its UK Representative. Any data subject 
requests pertaining to our UK customers can also be directed to our UK 
Representative at: Plus500UK Ltd, 8 Angel Court, Copthall Avenue, London EC2R 
7HJ, United Kingdom. 

 

14. Updates to this Policy 

 
14.1. This Policy was reviewed and updated in June, 2026, and will be reviewed from 

time to time to take account of new laws and technology, changes to our 
operations and practices and the changing business environment. 

 

15. Responsibilities 

 
15.1. It is the responsibility of management to inform employees and other relevant 

parties that this Privacy Policy is maintained and enforced. Management must 
ensure that they periodically advise Plus500AU’s employees and other relevant 
parties of any changes or any new Privacy Policies in a timely manner. It is the 
responsibility of all employees and other relevant parties to ensure that they 
understand and adhere to this Privacy Policy. Ignorance of the existence of the 
Privacy Policy will not be an acceptable excuse for non-compliance. 

 

16. Privacy Training 

 
16.1. All new employees must be provided with timely and appropriate access to 

Plus500AU’s Privacy Policy. All employees are provided with opportunities to 
attend privacy training and must ensure that they understand the privacy-related 
issues that could adversely affect us and our clients if not properly adhered to. 

 

17. Non-compliance and disciplinary actions 

 
17.1. Any Plus500AU employee or relevant third party that identifies, knows about or 

suspects a Privacy breach must immediately report the matter to the Privacy 
Officer. Employees or other relevant parties that contravene or do not comply 
with Plus500AU's Privacy Policy may be subject to disciplinary action. 

 

18. Complaints Handling 

 
18.1. If you have any queries about the contents of this Policy, or wish to inform us of 

a change or correction to your personal data, would like a copy of the data we 
collect on you, or would like to raise a complaint or comment, please contact us 
via the Personal Data Requests page on our website. 

https://www.plus500.com/en-ZA/MyInfo/PersonalDataRequests
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If you are not satisfied with Plus500AU’s written response to your complaint, 
Plus500AU informs clients in the response that they can escalate their complaint 
to the Information Regulator via its website. The Information Officer is responsible 
for managing disputes with the Information Regulator.  
 
Otherwise, if you believe we are not processing your personal data in accordance 
with the law, you can escalate your complaint to the data protection supervisory 
authority in your jurisdiction. Contacts of the local European data protection 
supervisory authorities can be found here. 

 

19. Contractual arrangements with third parties 

 
19.1. We must ensure that all contractual arrangements with third parties adequately 

address privacy issues. 
 

19.2. Each third party is aware of and understands this Privacy Policy, and has 
implemented policies in relation to the management of personal information in 
accordance with the relevant law. 

 
19.3. The third parties specifically agree only to use personal information for the 

purposes consented to by Plus500AU or by the individual concerned. 
 

20. Privacy Audits 

 
20.1. Plus500AU conducts periodic privacy audits in order to ensure that it is continuing 

to comply with its obligations. 
 

21. Website 

 
21.1. By accessing our website or by submitting an application to open an account with 

Plus500, you consent to Plus500 collecting, maintaining, using and disclosing 
personal information about you and provided by you.  

 
21.2. When an individual accesses our website, our website uses cookies which allow us 

to track usage patterns so that we can measure the level of interest in various areas 
of the site. All browsers allow individuals to be notified when they receive a cookie 
and elect whether to accept it. We use cookies on the Website and the Platform. 
To understand more about the kind of cookies we use and how you can control and 
delete cookies, please see our Cookie Policy. 

 
21.3. On devices where cookies are not available (such as some mobile phones and 

tablets), we may use identifiers such as Apple's Identifier for Advertising (IDFA) and 
Google's Android Advertising ID (AAID) to collect behavioural information. These 
advertising identifiers do not constitute personal information. 

 
21.4. To support targeted advertising campaigns, we may collect your IP address. We also 

store IP addresses in server logs for Anti-Fraud and security reasons. 
 
21.5. We do not combine personal information with behavioural information. The purpose 

of collecting this information is to provide you with a more relevant and effective 

https://inforegulator.org.za/complaints
https://edpb.europa.eu/about-edpb/about-edpb/members_en
https://www.plus500.com/en-ZA/Help/CookiePolicy
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experience on our website(s), including presenting web pages according to your 
needs or preferences. 

 
21.6. Our website privacy policy can be accessed by clicking on the privacy button on our 

website. 
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Plus500AU Pty Ltd, ACN 153 301 681, is an Authorised Financial Services Provider # 47546 
in South Africa. Plus500AU’s AFSL (#417727) authorises us to provide our services to people 

in Australia. New Zealand Derivatives Issuer Licence FSP486026 authorises us to provide 
our services to people in New Zealand. 

 
 

Sydney NSW 1215, Australia    P.O. Box H339, Australia Square   Plus500AU Pty. Ltd  
 


